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Approved Persons are required to keep the following files in their office:
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Disaster Recovery and Business Continuity 
 

Records 
 
Altimum is responsible for maintenance and preservation of books and records generated 
by Altimum. It is the policy of Altimum that information should be accessible to 
Altimum, Approved Persons, and the public in the event of a disaster. Altimum has 
several policies in place to deal with the potential disruption of business from such a 
disaster. 

 
Client account information, including input from Approved Persons and downloads from 
Fundserv, is retained on the company's back office system. These records include, but are not 
limited to, the following: 

 
1. Account Applications 
2. Trade Blotters 
3. Compliance Reports 
4. Supporting and Additional Documentation required for trading as well as copy 

of client cheques 
5. Client statements 
6. Pending Business Reports 
7. Accounting and general entries report 
8. Account payable invoices 
9. Payroll and commission statements 
10. Client complaint files and complaint log 
11. Dealer registrations 
12. Approved Person registrations and files 
13. Personnel files 
14. Advertising files 

 
 
Items 2 through 9 above are maintained electronically on the back office system. All 
information is backed up daily and back up tapes are kept off-site. Clients' records can be 
reconstructed, in the event of a fire or other disaster, from the company's web-based 
system. 

 
All computerized records are available to be downloaded, as appropriate, by the 
Approved Person, the Chief Compliance Officer, and the Chief Executive Officer. 
Altimum Head Office will maintain separate hard copy files for items 10 through 14 
listed above. 

 
1. Daily backup 

a. Servers maintain website files, application programs, data files and databases 
which are backed up on the back office system on a daily basis. 

 
2. Redundant backup 

a. Servers are also maintained in a secondary Canadian data backup centre 
where website files, application programs, data files and databases 
are backed up on a monthly basis. 

 
 



 
3.Dual internet connection for fault tolerance 

a. There is a land-line internet connection and a wireless internet connection into 
the building of the service provider. The wireless internet connection 
automatically picks up traffic if the land line internet connection is severed 
for any reason. A wireless solution with an antenna is intentionally chosen 
for the following reasons: 

 

i) To offer different mediums to reduce the chance of 
interruptions. Most providers use the same pipe for a land-line 
internet connection. Numerous construction activities and new 
developments are always happening around the area and by 
accident a land line can be severed. Therefore, choosing a 
wireless line eliminates that possibility. 

ii) Companies offering wireless services belong to a separate 
domain of companies and their PCO locations are different 
than traditional ones. 

iii) Line of sight for the wireless connection is in a remote city 
unlikely to be affected by burnouts and blackouts. 

 
b. Altimum uses two different types of internet connection from two different 

internet service providers, one being a cable connection and one being a 
wireless connection, in tandem. 

 
3. Uninterrupted Power Supply (UPS) 

The servers are connected to UPS units for power failure situations. These units 
last for several hours. 

 
4. Air-Gapped Computer for corporate financial reporting 

Altimum’s accounting books and records are retained on a separate computer  
which is not connected to the internet. 

 
5. Accessibility of Information 

Because the back office is web-based, Altimum or an Approved Person can 
access their account information from any remote location that is served by 
the Internet. They can even access their information if the Head Office 
location no longer existed due to fire or other disaster. 

 
6. Paper copies 

Paper copies of all documents are kept at Head Office for accessibility in the 
event of a hydro blackout. Copies of fund group contact information are kept 
both in electronic and paper format. 

 
Altimum reviews and tests the plan on an ongoing basis and not less than annually by 
ensuring that it can receive information downloaded from the internet from each different 
service provider and by ensuring that backed-up information can be retrieved and used. 
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